
I. Ratification and implementation of UN instruments

Each country should take immediate steps to ratify and to implement fully

the 1999 United Nations International Convention for the Suppression of the

Financing of Terrorism.

Countries should also immediately implement the United Nations resolu-

tions relating to the prevention and suppression of the financing of terrorist

acts, particularly United Nations Security Council Resolution 1373. 

II. Criminalising the financing of terrorism and associated money laundering

Each country should criminalise the financing of terrorism, terrorist acts and

terrorist organisations. Countries should ensure that such offences are desig-

nated as money laundering predicate offences.
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III. Freezing and confiscating terrorist assets

Each country should implement measures to freeze without delay funds or

other assets of terrorists, those who finance terrorism and terrorist organisa-

tions in accordance with the United Nations resolutions relating to the pre-

vention and suppression of the financing of terrorist acts.

Each country should also adopt and implement measures, including leg-

islative ones, which would enable the competent authorities to seize and con-

fiscate property that is the proceeds of, or used in, or intended or allocated

for use in, the financing of terrorism, terrorist acts or terrorist organisations.

IV. Reporting suspicious transactions related to terrorism

If financial institutions, or other businesses or entities subject to anti-money

laundering obligations, suspect or have reasonable grounds to suspect that

funds are linked or related to, or are to be used for terrorism, terrorist acts

or by terrorist organisations, they should be required to report promptly

their suspicions to the competent authorities.

V. International co-operation

Each country should afford another country, on the basis of a treaty, arrange-

ment or other mechanism for mutual legal assistance or information

exchange, the greatest possible measure of assistance in connection with

criminal, civil enforcement, and administrative investigations, inquiries and

proceedings relating to the financing of terrorism, terrorist acts and terrorist

organisations. 

Countries should also take all possible measures to ensure that they do

not provide safe havens for individuals charged with the financing of terror-

ism, terrorist acts or terrorist organisations, and should have procedures in

place to extradite, where possible, such individuals.

Reference Guide to Anti-Money Laundering and Combating the Financing of Terrorism
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VI. Alternative remittance

Each country should take measures to ensure that persons or legal entities,

including agents, that provide a service for the transmission of money or

value, including transmission through an informal money or value transfer

system or network, should be licensed or registered and subject to all the

FATF Recommendations that apply to banks and non-bank financial institu-

tions. Each country should ensure that persons or legal entities that carry out

this service illegally are subject to administrative, civil or criminal sanctions.

VII. Wire transfers

Countries should take measures to require financial institutions, including

money remitters, to include accurate and meaningful originator information

(name, address and account number) on funds transfers and related messages

that are sent, and the information should remain with the transfer or related

message through the payment chain.

Countries should take measures to ensure that financial institutions,

including money remitters, conduct enhanced scrutiny of and monitor for

suspicious activity funds transfers which do not contain complete originator

information (name, address and account number).

VIII. Non-profit organisations

Countries should review the adequacy of laws and regulations that relate to

entities that can be abused for the financing of terrorism. Non-profit organi-

sations are particularly vulnerable, and countries should ensure that they can-

not be misused:

i. by terrorist organisations posing as legitimate entities;

ii. to exploit legitimate entities as conduits for terrorist financing, includ-

ing for the purpose of escaping asset freezing measures; and

iii. to conceal or obscure the clandestine diversion of funds intended for

legitimate purposes to terrorist organisations.
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